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Goal of this talk ...

Encourage you to question assumptions of
technological advance ...

— Google, Facebook, Netflix, social nets, ... Are not the only
drivers

 The energy challenge can drive “Big Data”
network systems technology too
— Cloud, Premises
— Data Management, Security, ... Trust
— Heterogeneity
— Solution synthesis
— Algorithms

« “Deploy complex distributed software systems
that outlive any of the vendors ...”

 The Real World is Really messy ...

— “Autonomous” mean "Not Manual” on the messy parts too
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CA2050: GHG 90% below 1990

The short answer: Yes, we can

* We can achieve 80% cuts in emissions and still meet  CHAIR’S LECTURE: California’s
our energy needs. CALIFORNIA ENERGY Energy Future -

* We can get ~60% of the cuts with technology we FUTE,'__‘flff‘TTcUDY The View to 2050
Iargely know about_ < C (Y @ Secure https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?... @ & H Q Summary Report

— We basically know how to m = d/m T e e wcw @upw ~ — B".;“I"“
— Alot of this technology is il f Ca /Inl( ’II\{(\(I IVE INFORMATION p::::‘::m ()
* Deployment willdepend on — .. T oo omen My Subscrptons | My Favortes
* Note: We excluded extreme | " @@ -
' ) .PDH Add To My Favomc.sl Tfact( Bill | Version: omnen7 N—e«o«:As:embly.:.gl -
° We can get the rest of the SB-100 California Portfolio d Program: of gr gases. (2017-2018) . . -
this Wi" require new tEChn Text | Votes History | Bill Analysis = Today's Law As Amended © | Compare Versions = Status | Comments To Author
development. s I3 (8 o ez v,y T AT o
1,000 e epenpiep i .. . .
= v o hnology limitations will
@
6 800 CALIFORNIA LEGISLATURE~ 20172018 REGULAR SESSION 0 exceed the ta rget:
o SENATE BILL No. 100
=] ‘ . s
S 600 m— Energy Prs e .,ufﬁue.nt'technology for load
0 emissions balancing without emissions
o 400 - Sr%ri]s::irc])irsgy — This is an especially big deal if we don’t have
"4
R = = 2020 Target | baseload power
£ 200 » We don’t have enough technology choices “in
o 0 - 2050 Target  the pipeline” for de-carbonizing fuel.
o 199020052020 2050 — Need advanced biofuels, but it likely won’t be
enough
Historical | BAU — CCS may play a larger role in fuels than in
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The Problem: Supply-Demand Match

Baseline + Dispatchable Tiers Oblivious Loads
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Towards an ‘Aware’ Energy Netwo

Baseline + Dispatchable Tiers

Non-Dispatchable
Sources
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News > World » Americas

California breaks energy record with
80% of state's power generated using
renewable methods

Golden State generated 67% of its energy from renewables in one day

Rachael Revesz | @RachaelRevesz | Monday 22 May 2017 10:35 BST| (3

K California Independent System Operator electricity generation mix for selected fuels 01’3
h
0 o 9 pipsie renewables (including hydro) natural gas

shares 100% 100%
80% 80%
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# 2017
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. ource: U.S. Energy Information Administration, based on Bloomberg
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Classical view of the Energy Challenge'¥&;
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Energy Network as a System
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Uniform Access to Diverse Physical
Information

sMAP Resources Applications
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A year in a grid
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Deep penetration / Current Load
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Every Grid / Load is Different
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Living Lab Approach: Innovate in a
“Virtual Grid”

Generation

Transmission

Distribution
Load
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Demand Side: L|V|ng Lab Testbeds
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Load? - Buildings ...

Where we spend 70% of our electricity (USA)
Where we spend 40% of our energy

Where we spend 40% of CO2 emissions

Natural counterbalance to fluctuating renewables

800

Where we spend a lot of our $’s

Where we spend 90% of our lives
2/3rds of occupants are uncomfortable W

0
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And once they are built all we can dQ J.. tnerqy consumption
— use their hard-wired capabilities, 6-
— decorate, or
— “retrofit”
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Industrial

b

Quadrillion Btu
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A Complex CyberPhysical System
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Our Buildings

Soda Hall Power Consumptio

chart by amCharts.com

400

n 494 KW

m

22:00 - 22:00

200
0
Tue 01/20 Wed 01/21 Thu 01122 Fri 01723 Sat 0124
Annual Consumption
/‘\ ‘\ B A .
12,000,000 Mon 0105 Mon 01412 Mo 0149 “n"\-f W o016
Custom period: 2009-01-18 22:00 2009-01-24 22:45 Zoom: 1D | 1W | 2% | MAX
10,000,000
., LSA + Stanley
8,000,000 - Cory
i~ /
= 6,000,000 - s McCone
=
4.000.00 oda . Koshland
2,000,000 T .
0 i .-lé ‘. :0.
0 10 = 20 30 40 50 60 70
kwh/sq ft
9/13/17 NREL BETS 18



How can we transform buildings int
fundamentally more agile machines*

Programmable

Separation of the hardware capabilities

(primitives)

from the universe of potential behaviors

(applications)

allow them to be tailored to our desires
— To the full extent of the underlying capabilities

And become good citizens of the grid

NREL BETS



Energy Environment Personal Environment Outdoor Environment

Planning

Visualization D
Occupant
Satisfaction Control /
Multi-Objective Schedule
Model-Driven ~  SoftZones

Control
privacy-pres. query

Building Operating System

and Services
Physical Info Bus

9/13/17
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The Building Operating System ...

Application Stack

Write once
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A building app for that ...
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Well-Connected Microzones for Increased
Building Efficency and Occupant Comfort
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Supply-following Fridge w/ Ice Batte
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Its about metadata

L

. . . Zone air temperature
Air handlln? unit id 1400

Room id

l@%s L JaRT] —

BN

Site Room BOOSTED METADATA: : m é w00 BTN
Air handling unit Site - SOD
Air Handling Unit : Can we design one that would pass
/ Air Handling Unitid:1 || 1
Random delimiter Room 1 thls teSt ?
Room id : 465 1
Zone air temp sensor : ART | . . . P
| Collaboration Universities (UCB, UCSD, UCLA,
e | CMU, UVA, USD) and industry (IBM, Intel)
h - \‘n".“ -~ 3 2 /\_(_\."'5 s A
GO . e o : Each brought a ground-truthed large building tag
,’,_,;\x“ o5 O e _|: set and iterated on developing the proposal
2% A N
) \’;\\\b‘ W ;'_'.*}’V\ s 1 Syntactic Exa C O O brickschema.org * B
-'-).‘-*‘ < i § ‘.—\\\ A 1 Selectior| pps E5OpenBAS-demo [} exec [ amplab-room ESiproject-repos E5JCS-IT ESJUPMU [3 Chair Viewer £ Confs ES1DS8-88 » B Other B
‘\?—\‘ o g™ a1l )
L4 e o™ Brick
A5 . ol . .
‘__‘\--:0-" o (o 1 Brick Schema
N et 4 —, ,_(,(,\-") f A metadata schem for buildings A Uniform Metadata Schema for Buildings
. O star 2 Commercial buildings have long since been a primary target for applications from a number of
Coverage Haystack IFC Semantic Navigation aoviecmants Wl ehalogn dense e b e s sl el

experience widespread adoption due to the lack of a common descriptive schema reducing the

Fee d b ac k / M PC / FDD 100% 100% 40% i Brick now-prohibitive cost of porting these applications and systems to different buildings.

Getting Brick
Brick is an open-source, BSD-licensed development effort to create a uniform schema for

. Brick Structure
Web Dis p la ys 75% 100% 100% representing metadata in buildings. Brick has three components:
+ An RDF clss hicrarchy describing the various building subsystems and the entitcs and

NILM /DR 50% 50% 50% ——

* A minimal, principled set of relationships for connecting these entities together into a

. directed graph representing a building
Energy Apportionment 57% 86% 57% « Koo ecpotaon o compin omplecomponens o f vl e
. Additionally, we have ported five real buildings to the Brick schema as examples.
Occupancy Modelling 42% 58% - “Nsosus - :

To scale advanced control, etc. to millions of buildings,
acquisition of semantic content from tags, readings, CAD,

etc. must be automated.
NREL BETS



Critical “Building Load” is its vehicles

PEV Sales Dashboard

http://www.pevcollaborative.org/

00000000

* Plug-In Electric Vehicles (PEV) in CA: 1.5 million clean vehicles
by 2025
« 70-85% of charging occurs at home

‘. CALIFORNIA
ENERGY COMMISSION
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Color Key: Substatj
Red: Generation TStep 2 Subtransmission
Blue: Transmission ran S e —1 Customer
Green: Distribution Transmission lines RF 26kV and 69kV
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Generating Station - I Bl e
[ —eeeen 13kV and 4kV oy
N — ll

Generating Transmission Customer A a Seclzggc\j/aryccligitg\r/ner

an PV Array
Sl 138KV or 230KV =[]
Transformer

Impacts of multiple electric vehicles charging, renewable

energy, storage on the distribution grid?
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uPMU grid situational awareness

hour-ahead scheduling and
resolution of most renewables
one a.c. cycle AGC signal integration studies
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inverters A A y N demand ' N \ scheduling /\
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ARPA-E pPMU Project
Field installations:

UC Berkeley/LBNL

Southern California Edison
Riverside Public Utilities
Alabama Power (Southern Co.)

Tennessee Valley Authority

>
A
frroeerer ‘m
) California Institute for
Energy and Environment ’_\
9/13/17 NREL BETS




A Complexity .
e Operation & Control ol
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i Steady Statf Circuit Behaviour_ ' ________ Transient/Dynamic |
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millions

Aware-Grid System Architecture

12 channels @ 120 Hz
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Local

@
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‘\ ‘\ A
\ {59l
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Other
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DEven_t Plotting | HTTP [web|<®
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Servi Service app
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Interactive
L 4 visualization

Chunk
BTrDB |
Loader ﬁ JSOA,
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Distillate Framework -
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Analytics with 3rd
party tools

Eventually consistent derivative streams

- out-of-o

rder arrival

- holes, corrections
- multi-stream flows
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Archiver / Database
Stores (T, V) pairs
High Density
Nanosecond precision
Varying Lag & OO0
Fault tolerant

Highly scalable
Aggregated queries
Unique abstraction

e query range (ver)

e insert values => ver
e delete range => ver
e query statistical (ver)
e compute diff(v1, v2)



Example Use Case

700

5 0.25 y : F
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Voltage sag on the transmission system results in a current transient and loss of load.
The voltage phase difference between locations on the same primary distribution
feeder show the disturbance and typical variations too small to observe with
transmission level PMUs
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Fast stream telemetry

7,600 7
7500 6004 i
“f,‘\ali\“:".h}\l m ',al‘;\‘:"y.xﬂf ,(‘J.I' ( |
7,400 MY (|
2 2 400
o 73004 E
> <
7,200
200 | | |
7,100
7,000- 04— . | . . !
2015 April July October 2016

« uPMU-year about 20 billion points

Each pixel is 4.2 million data points

— aggregation window 1026 x sample interval
9/13/17 NREL BETS 33



voltage
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Continuous Distillation Framework

3 .
. ¢ ° ¢ Multiple PMUs, multiple phases
L~
p 3
e \\
/= 3
f one PMU, phase 1 A
L1 Mag LM Clea L2, L3 Fund.

Power  _

-
- e

\
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C1 Mag Clean =) Elsp, Al Total Fund. Power
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GPS Lock
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ClAng Frequency 1sec ROCOF 1sec

Raw data from

sychrophasor y /"

L1 Angle Diff )

L Pl y,
z"A
From other PMUs

« Extremely fast change-set determination
* Versioned streams
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BTrDB: Partition all time & fill versions ==

~3KB

Stats

Stats

Al4d
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A

K
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t=[0,16) B Edge
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K
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T [8.16)
~16KB

Count

[(T.V)]

t=[12,16)

Copy on write K-ary Tree
Partitioning static time (1933 to
2079)

Leaf nodes
- Time, value pairs + length

Internal nodes
- Edges to children
- Version annotations for edges
- Aggregates for children

- Min, Mean, Max, Count
- Any associative operator

NREL BETS



Tree-Centered Streaming Architecture

Request
stage Insertion requests

HTTP / Binary

Socket 0 |sid | dat| [sid| dat| [sid| dat| —>

Multiple
streams and =
outof order =
data per B
socket

Socket N [sid| dat| [sid] dat| [sid[dat] —

Session manager

Load RO tree
Read >

Session
Managers

one per

Request g

Traverse
to find

nodes in
range

NREL BETS

N Write
Transaction merge  COW tree Generation stage
Coalescence { merge linker
v
[s0| 16k points —>| cow merge F—>
| S bottom
. I COW merge Tree up walk
Overlay [ + addr
| | >| patch
sN | |
e locks with
native addrs
read blocks ative addr Block store
blocks £ .
Block Free Addr | | Free Memory | | Compression
g Cache Cache Pool Engine
f’ /
Compressediiode Ceph Storage Provider
Write batching Storage Handle Free Addr
Copy + buffer Pool Negotiation
aggregate
(for writes) Batches of compressed blocks
over network connections )
COTS solutions
‘i A /2 :
F ﬁ Tree
i Root |
: Ceph pool .
Storage ! i Map |
stage S !




million points/second]

throughput [

20— :
e—e insertion

- = log max
| +— warm query
A cold query

—
o
o

=]
o
T

[=2]
o
T

B
o
T

N
o
T

BTrDB Raw throughput

X1000 =14 Mis = ' x 1
Bl 10 analytics "

Roughly $1300
per month on EC2,
excluding redundancy

Scaling studies on commodity Amazon EC2
infrastructure:

e Per node performance: ~1400x faster than
Cassandra

e Performance is insensitive to order of data
arrival / query

cluster sive When insertion was
, _ ' _ Throughput [million pt/s] for | Chrono. | Random
| #BTDB | Streams | Total points | #Conn | Insert [mil/s] | Cold Query [mil/s] | Warm Query [mil/s] |
I 50 S00mil |30 | 1677 9.79 33.54 Insert 28.12 | 2173
2 100 [ 1000mil |60 | 28.13 17.23 61.44 Cold query in chrono. order | 31.41 | 31.67
3 150 1500mil |90 | 36.68 22.05 78.47 Cold query in same order - 361
4 200 [2000mil | 120 | 5335 33.67 119.87 : :

Cold query in random order 29.67 28.26

Warm query in chrono. order | 114.1 116.2

Warm query in same order - 119.0

Warm query in random order | 113.7 117.2

NREL BETS



Statistic queries: visualisation

4.3 M points per pixel column

4250925 4 e U U u | U
2125463
0 S
8,000
L carnd
6,000- About 4 billion
datapoints
> 4,000
2,000
0 | — I | | I |
October 2015 April July October

Sat Aug 16, 2014 03:57:51

Fri Nov 20, 2015 06:21:13

Time [America/Los_Angeles (PST)]

Year

NREL BETS



Statistic queries : visualisation

2139863 " I

1069932
0 -

7,500

7,000+

6,500+

6,000

I I I |
2015 April July
Sun Dec 14, 2014 09:19:34 Thu Sep 17, 2015 07:27:33

Time [America/Los_Angeles (PST)]

Months

NREL BETS



146342 -

Statistic queries : visualisation

73171+
0_

7,500+

7,000+

6,500+

6,000

T T T 1
Apr 12 Apr 19 Apr 26

Mon Apr 06, 2015 16:46:24 Sun Apr 26, 2015 08:39:39

Time [America/Los_Angeles (PST)]

Days

NREL BETS



Statistic queries : visualisation

4124

2062

7,500+

7,000+

6,500+

6,000

03 JAM 06 ;XM 09 ;\M 12 IPM
Time [America/Los_Angeles (PST)]

Thu Apr 16, 2015 01:06:04

Hours

NREL BETS

03 PM

Thu Apr 16, 2015 17:10:16



Statistic queries : visualisation

7,500+

7,000+

6,500+

6,000

I I I
09:19 09:20 09:21

Thu Apr 16, 2015 09:18:59
Time [America/Los_Angeles (PST)]

Minutes

NREL BETS

1
09:22

Thu Apr 16, 2015 09:22:36



Statistic queries : visualisation

1 DA
0
7,000- .
50 datapoints
S 65004 . s (8 orders of
magnitude)
6,000 ;
100 200 300 400 |
Thu Apr 16, 2015 09:20:29 Thu Apr 16, 2015 09:20:29

Time [America/Los_Angeles (PST)]

Milliseconds

NREL BETS



Multi-Resolution Search — V sag

Locate and characterize all the voltage sags over
a year

| 3.4B time-value pairs )

|2M | 2M |
1.0 ' . . ldecxision‘vari?ble' | | , Jx
TX_ 1_
| decision variable:
e o (mean-min)/mean

2 2 i e A0 b nb g 00
\,'L \,'L o 6“11 0’516 605 c)0@ c)01 50% o0 A%
10\‘ 'LQ'\ 10\‘ 10‘\ 10\' 'LQ\‘ 10‘\’ 0\‘ ILQ\' 'LQ\' 'LQ‘\ 10’\

NREL BETS




Multi-Resolution Search — V sag

| 3.4B time-value pairs ]

(12M [ 2M | 2M |

X

~—
0.8}

45 decision variable - 2015-02-28 [/
X
™

0.6

0.4}

0.2}

0.0

o”b 'ﬂ sl «D ok 0‘6 2> gD ka0
> 1N M g2 g 0"
Q@Q 991' g‘) ()b‘ \\0 "9 1'\ - ,50 3’5

NREL BETS



Voltage

Multi-Resolution Search — V sag

| 3.4B time-value pairs

(12M [ 2M | 2M |

date : 2015-02-28 s

7400

~—

7200 |

7000 |

6800 |-

6600 |-

6400 |-

.
|

(

6200

NREL BETS




Needles in exponential haystacks

Latency of multi-resolution search
!

1010

109 Leeeoeand AT e R
: LA :
. e ., .
8 . LTI e .
10 L
I St .
7 . 2,0 ., . .
. IR - T .
107 e ete et S eeneeeanas e
. L L ‘e
. A" .-.v .. '..
) MR DL .
6 H H '/,'.- ', . .
L Kt eececoceccececsccacecnanens D e el e e e e e
10 ‘ SRKANIN "
: : AR .
AN -
. . “ e V.
5 . ! AN N
10 0 A R ]
N H o . H .
. . oL, . . .
. . e ?0 g . .
. . e . .

. . B . . .
. . -l . . .
i . B - .
: : BACK .o 3
S o A ——
; ; s h Ve H
. . et e .
' . PR N .
N N e » .
e s .

103F ........................... .................... ..-.. .......... o]~ 1K

Chunk size (no. points)

102k ........................... ............................ ocarsenen e

10 F - R —— A

100 | | |
0 50 100 150 200
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Scaling Potential

1010 Latency of multi-resolution search

s, ~3B
‘.

107}
106}
10° b

104}

103}

Chunk size (no. points)

102} . i

10 .

107 1 > A
0 50 -100 150 00

IT,aténcy (ms)
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Voltga ephase angle (deg)

46

44 -

42 -

40 -

Voltage (V)

38-

36-

7,000

6,000

5,000+

4,000

Current (A)

o0
o
L

e

40

1
:38

Thu Sep 10, 2015 03:26:37

1
:39

:4|1 :42

High-precision measurements capture

events that do not trip protection, but may

impact safety and power quality

Cross-referencing time-aligned data
streams supports diagnostics to

- locate disturbance origin

- ascertain proper operation by DG and
protection coordination

NREL BETS

46

———————————— ~ .
e 44- .
o
o
S’
o
o0 42-
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Q
3 40-
-
e,
)
50
g 38-
>
36-
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39 500

Thu Sep 10, 2015 03:26:38




Use case example: Diagnose cause of PV unit tripz

8,000 . 8,000+
400_
o 60001 voltage sag S R0
i < 3001 °
) " 50
s g s
S 40001 & B
4 3 200- o
= > 3
3 A &
B~ 2,000 2,000
e 100 .
PV array trip
0- 0+ . ; -
06 AM 12PM 06 PM
Sat Oct 31, 2015 05:19:30
caused by phase B-C
8,000
2,000- fault (palm frond
- *contact) ”
2 1501 down the feeder i
o
5 1,000 : 4,000
o S
Q 8
< B 7]
lf 500+ g : :,g) 2,000
< & \Q B
0 .\\' : 0-
:06 500
Sat Oct 31, 2015 14:04:05
9/13/17 NREL BETS

2,000

1,500+

1,000

PV current (A)

500

0

Sat Oct 31,2015 14:04:04‘

2,000+

1,500

1,000

500

Substation current (A)

51



Use case: Detect normal and mis-operation of
equipment

290

Tap changer at
Substation
transformer steps
voltage up and down
as load changes over
the course of the day

288

PSL V

286

284

06 AM 09 AM 12PM 03 PM

Sun Jul 19, 2015 05:46:30 Sun Jul 19, 2015 16:28:59

Tap change
occurs over ~2

. cycles

= Graph shows
individual 120-Hz
] samples

500

288

Sun Jul 19, 2015 07:35:33

9/13/17 NREL BETS 52



Use case: Detect normal and mis-operation of

b Y 290+
= T
g B8 8,000 v - = —-—
9 S S g . ag O s
g 2814 7 i 5 g’ 6000 . N ST~ e
% 5 E Z 5 :
: %ﬁ 6,000 _ é 270+ E. 2000
- Bt = Curious voltage sag £ g
B o] & characteristically follows & ,,] 2 e
£ : | : E 2 5001
5 Y tap change operation S S I S
3 < g
B 7 B ol T o 0 500 5
] % 2 ,000 l Mon Nov 02,2015 14:52:04
8 o &>
Q
[
7]
276_ O T T T T T
:03 :04 :05 :06 :07

Mon Nov 02, 2015 14:52:02

Example:

Anomaly in tap change
signature gives early warning
of transformer aging or
incipient failure

9/13/17 NREL BETS 53



XBOS

SUBSCRIBE where Metadata/Sensor/Measure = "Temperature"
and Metadata/Sensor/Type =
and Metadata/Sensor/Setpoint =
and Metadata/HVAC/Zone = "Zone 4";

|

L Control Proc’s { /Schedulers {

"Setpoint" d Eade= ’ Clients
"Heating"
Analytics L App Servers

A A

Physical Information Bus
Metadata Query-Based Pub/Sub

/

JSON/HTTP
sMAP
Restful web
services

\

JSON/
Websocket

drvr

Device
Sensor
Resource

—

Actuator
Real-time

) MsgPack

CapnProto

dIVr | Device Device

- A Query Processor
Device ﬁ@’j
, Tlmeserles Metadata Bundlng
Store Store Proflle

wocee @ BACNetMETENR

--------

~— vy

NREL BETS

OOC/

Plugin | JSON MsgPack
Message Broker + Kernel API

XBOS Kernel




DeVice Inte rfaCeS Standard XBOS Thermostat

Interface

» Set of properties e info:
= DefinitiOn © temperature

- Data tvpe o relative_humidity
= yp © heating_setpoint “infO”
- Units

N © cooling_setpoint H
- ReqUIred © override Slgnal
o fan definition

© mode

» 0+ slots (“write” topics)

o state

- Subset of properties ° time

type signal struct {
Temperature float64 "msgpack:"temperature"

° 0+ signals (“read” topics) Relative_humidity float64 “msgpac

Heating_setpoint float64 “msgpac

- Subset of properties e et ,t; autogenera

Override bool

Fan bool ted G O
Mode int64

State int64 Code

Time int64

: (msgpack
on the
wire)



Model, model, model

Model Predictive Control / Learning

» Average energy consumption reduction of 60-85%

over DDC mode levels.

80% savings —— 66% savings

62% savings

done by D roup nmuumr on with
Published Fmear) 2012. US Army Corp of Engineers, O‘iﬁn\qn

Illll’l Z J(Thg1s Th, U, W)

subJ to VEke{0,...,N -1},
f(@rt1, xr, uk, wr) =0 system dynamics -
o 9(Trt1, Tiey wie, wi) <0 constraints 2
Basic Idea x0 = z(t) initial conditions <
@ Constrained finite time optimal control problem ~
@ Optimization much faster if explicit structure of g
y(k) _ J, f, g (and derivatives) can be provided
'''' Avoid g
Region T
Avoid Region | Tovkeman L WMrCinguidings January 11 =Slide 5 <
= time
AHU

human, environmenﬂ ‘ (;%I:gzl ‘ constraints v= [Tsa ) Fsta]AHU :w= [T, oatr gains..] <
/ | 1 >
y(k+ 1) = y(k) + byw(k) + byu(k); y(k) 2 Y(k) l Vg —— LT """""""" -

; ot VAV | [VAV |! u=[DMP, Vv i

At step t decide on u(t) based on prediction on w(t),..., w(t+N), ¥(0),...,Y(t+N) zone zone E Tsetpomt c Toone '

I zone > :

Two Combined Effects : Anticipation and Coordination

VAV Control Logic

70,
60}
-_CJ"() h
g r: ' ” i "
£ Ul TN B A b | 1
il ' f ([ R i r ” o
£ 2ol ‘ [
H I \ I ‘ \
8 20 |
Ll [Wfff J Ll
10 AN A MW - N .,A.nJ NN N ™ '}, [N u
66% savings ‘ W ‘
84% savings | T I R I N IR R R R I I R I I I
BRI PE S PP E S e B e PP E S PR E S PR S e P PSS PSS BB S Y P BESEERBESE
zggg“ﬁizﬁgg §3:3§§ 513:;;; :,iiz.zg_g 53:.‘% 2 §3:§ g‘gisggg &3:3;;3 3;33:5 2 ﬁjiggg ﬁizggg 7%
indicative signal LHNTINIVIUD, NTIHTITI WW
Apparent
L>[ Distillation ]_,[Stgztg‘gia:nge]# Occupancy Clustering
Computation
: ? normal zones
Optimization Formulation - )
P | | Decomposition l—l S{,E:vel:%,s Defining
@ Predicted states x,, inputs u,, disturbances w, | &Fittering Calculation Schedules
@ At each time step, solve: *
N—1 frequency bands aggressiveness
cost function
P1 P2 P3 P4




Rogue Zone Analysis

Building Year of BMS Num. of Num. of {Num. of YNum. of
Id Construc Vendor Sense Thermal Hot over-
tion Points Zones Rogue cooled
Zones zones
Soda 1994 1 1586 201 5 17
SDH 2009 2 2522 78 2 0
McCone 1961 1 367 42 28 1
Law 1968 1 132 12 1 0
Minor 1941 1 417 48 8 4
Stanley 2007 1 6169 368 35 5
Carleton NA 1 164 8 3 0
Cory 1950 1 421 20 0 2
DOE 1982 1 277 9 2 0
Tan 1996 1 730 57 10 0
Total 12813 843 94 29




Rogue Zones

S.No Room % Time (temp > stpt) avg (Temp - stpt)} AirHandler id |

o WOIN

Over-Cooled Zones

Over-cooled zones, Stuck Dampers, Night
time setbacks

330B
333
288
627
342

100.0
100.0
100.0
98.7
97.7

S.No Room | % Time (temp > stpt)

1

© O N O 0 WO N

340
544
180_
300T
420A
678
444
384

530

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

72.0
72.0
70.0
70.0
71.0

avg (Temp - stpt)} AirHandler id

—L—A—L-L—L,h—&—-k—l.

75.0
75.0
75.0
75.0
75.0
72.0
72.0
74.0
75.0
L BETS

82.6
77.5
75.0
73.8
73.7

71.5
71.4
71.4
71.3
67.9
67.8
69.6
70.4

Soda Hall, UC Berkeley

-1.0
22.1
20.5
18.1
13.7

vg stpt Avg room temp Avg Airflow
72.2|

7.9
6.0
5.9
0.1
7.9
5.4
5.2
5.0
4.7

False
False
False
False
False

False
False
False
False
False
False
False
False
False

vg stpt Avg room temp |Avg Airflow | NightTime Setback ? | Stuck Damper?

NA
No
No
No
No

NightTime SetBack Stuck Damper?

Yes

No|
No
No

Yes

No|
No
No
No




Multi-Res. Search on “Load” data

* Find most power hungry of 72

 Isolate large spikes in power factor

10

08

06 |

04}

02

0.0

o

buildings

— Monthly average power, 3-phase meters L m—— — -l

- Extract average weekday/weekend —

daily profile

decision variable

/|

> oD 45 95 > A0 46 B A P . oL
B

Power factor

NREL BETS
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date : 2015-02-18

0.9
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0.7 |
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Far beyond the building ...

Delegation of Authorization

Federation SMART GRIDS
Protection FO R S/\/\A QT

Auditability / Privac
d Y CITIES

STRATEGIC OPTIONS FOR S/\/\ART GRID COI\/\/\/\UNI"ATION NETWORKS
gt2 smart city in support g nable hghq ality lifestyle for citizens, a smart city needs a smart grid
the future, Informa and Communications Technology infrastructure will be a key enabler, and strategic

es today have the power to trai frmso‘tytrrorm

>

"- ;' '7, ' ’ ‘;I' ._.:‘ ..’~.. -~ :
HOMESTEAD RELEASE
L K APP PLATFORM
Wy Z ,::::;j—;, — 3
/s / /’ ~ =
/ / W~

NREL BETS



A Broader Foundation ... WAVE

_ Apps & 7| | Controllers,
: Schedulers,
Analytics & Servi
CIMICES Metadata TimeSeries
/ \ | / \ | Query Query

l ﬂ/ﬂ — Engine Processor
7 /

Protected Physical Informatlon Bus

/-\8
H ©
S &
Qo
— £
0N ©
S5 C
= ©
w—
OU)
cC o
o 9
i |
©
o B
o9
O
AL

BW_router BW_router BW_routt
50 000
<:> < ) I Bu:ld/ng Systems
namespaces . Local Resources | [ BW agent
for other Drivers & Cloud Services
administrative _ Adapters
domains L

SpawnPoint Container

NREL BETS



WAVE in a nutshell

WAVE connects sensors, actuators, controllers,
drivers, apps and people

Backbone of the micro-service architecture
forming XBOS

— Publish/Subscribe syndication (via metadata)

Rich security model permitting delegation and
strong verification

Every message carries a proof of authorization
and authentication

The whole system operates without any central
authorities

And provides stronger security guarantees than
existing systems w.r.t revocation, attack surface,
requisite implicit trust etc

NREL BETS




Fully Distributed Authentication &
Authorization

Any entity can grant (delegate) permissions
— Without communicating with grantee or any authority

Anyone can verify any permission non-
interactively

All actions carry a complete proof of
authorization

— Easily verified by recipient
— Or by routers — to prevent DOS

Transparent, Auditable Delegation of Trust (DoT)

— Or Protected DoT at somewhat higher cost

Built using micro-contracts over a blockchain
(Ethereum)

NREL BETS




The Principal: WAVE Entity

 Like: email address / username

* A keypair for signing and verifying: <E_, E,,>
— ldentified by E,
— e.g I0hKkvaVyRDqf_Iwt93WJC_a9Zu2F3161Au6fZtisCU=
— Optionally identified by a globally unique, immutable alias

e.g mike19

* Represents the holder of the signing key:
— loT device
— Participant
— Services

\__-/

NREL BETS




Resources

» Like: file paths / URLs

« Within WAVE, interfaces composing services /
devices etc are represented by Resource URIs
— namespace/resource_path

alicehome/hvac/thermostat/setpoint
alicehome/security/door/islocked
caiso/pricing/zone25/electricity

NREL BETS



Namespaces

* Like: Active Directory Domain / Root user
* There needs to be “root” from which

permissions flow

* namespace/resourCE_path alicehome/hvac/thermostat/setpoint
— All resource URIs begin with the E . of the namespace entity

(or its alias)

— E, ¢ has full permissions on all resources within the

namespace

— This namespace prefix is self-proving (as it is a public key)

— The URI alone is enough to identify the namespace authority
(no external authority needs to exist)

alicehome
<SIGS

To: alicehome/hvac/thermostat/setpoint
Subject: Change value
/6F

NREL BETS



Delegation of Trust

* Like: Assuming a role (in RBAC), joining a POSIX
group
* For other entities to obtain permissions on a

resource, they must receive them via a
delegation of trust (DoT)

Granter Grantee | | Permissions | | Resources Metadata Ersagir

Can publish to door lock resource

NREL BETS



Proof and Verification

namespace/resource path/...

& Lr—

)

’

 To prove = has permission P on a URI show there exists a

chain of DoTs from Eyg to E
 s.t. the intersection of the permissions granted by DoTs on

this chain is at least P

NREL BETS



Authenticated distributed namespace
BOSSWAVE

ROUTER Secure, resilient, distributed information bus
R| [ msG Froor R

| T

MSG PRooF| | A A
Sensor Driver

gateway |

v
%

Building
Management
Systems




BOSSWAVE URIs

<namespace>/.../<service name>/<instance name>/<interface name>/{signal,slot}/<property>

ciee/devices/venstar/s.venstar/OpenSpace/i.xbos.thermostat/signal/info

XBOS URI Idioms
« <service name>: ldentifies instance of driver

 <instance name>: ldentifies device exposed by driver

« <interface name>: Set of signal/slots and properties to
expect



XBOS Authorization with WAVE

* Leverage structured URIs, BOSSWAVE URI patterns

« Common device permissions

ciee/*/signal/info
ciee/*/i.xbos.thermostat/+/+
ciee/*/i.xbos.thermostat/signal/+
ciee/*/i.xbos.thermostat/slot/setpoints

ciee/*/OpenSpace/i.xbos.thermostat/slot/setpoints

 Permission granularity limited by messages




XBOS Components: Spawnpoint

- Secure, distributed,  spawnpoint Server
managed containers

- - e — - — — — — — -

Bosswave

i Agent
+ Deployment ;

administration ‘ P———— m
spawnd Containers BW Agent
<: spawnctl

Docker

o
— &

\ e e e e e P =



XBOS Components: Archiver

Timeseries data storage BOSSWAVE Bus

and retrieval S ﬁ H
Qu\e/r‘y Data é o

Applles BOSSWAVE Pr‘o;(e)_srsor' Subscriber é_%

permission model to ||_Auditor §§

archival data T~
BTrDB-backed ' -

BtrDB
Timeseries
Database

Metadata
Database




XBOS Components: Building Profile

Serves Brick metadata

model of building

Describe/relate:

physical resources
- logical resources
- building subsystems
- equipment hierarchies

v
>

v

>

Equipment

'Fire Safety System'

HVAC
AHU
Fan
Pump
'Terminal Unit'

'Fan Coil Unit'

VAV
Valve
'Lighting System'
'Water System'

v

| 2

vVvyYyyvyYy

Location
Building
Floor
'HVAC Zone'
'Lighting Zone'
Room

Point
Alarm
Command
Sensor
Setpoint
Status



HVAC Monitoring App: CIEE

1. Application: “Get
me the
thermostat for
each zone”




HVAC Monitoring App: CIEE

1. Application: “Get
me the
thermostat for
each zone”

2. Query HodDB
using SPARQL

Brick Model

HodDB

SELECT ?tstat ?temp uuid ?uri ?zone WHERE {
?zone rdf:type brick:HVAC Zone .

¥l

?tstat
?tstat bf:uri ?uri

?tstat bf:has
ts rad

?ts bf:uuid

?tstat bf

type bri
rdf:type brick:Thermostat .

Polnt 7ts: .
:type brick:Temperature Sensor .
?temp uuid .

:controls/bf:feeds? ?zone




HVAC Monitoring App: CIEE

1. Application: “Get
me the
thermostat for
each zone”

2. Query HodDB
using SPARQL

3. Configure app
using results

Brick Model

HodDB

?temp_uuid

03099008-5224-3b61-b07e-eee445e64620

c7e33fa6-f683-36e9-b97a-7f096e4b57d4

b47ba370-bceb-39cf-9552-d1225d910039

€05385e5-a947-37a3-902e-f6ead5a43fe8
7uri
ciee/devices/venstar/s.venstar/ConferenceRoom/i.xbos.thermostat

ciee/devices/venstar/s.venstar/Clarity/i.xbos.thermostat

7zone

SouthZone

NorthZone

EastZone

CentralZone

ciee/devices/pelican/s.pelican/SouthEastCorner/i.xbos.thermostat

App

ciee/devices/venstar/s.venstar/OpenSpace/i.xbos.thermostat




HVAC Monitoring App: CIEE

App
| BOSSWAVE B |
B
URI for real-
UUID for fime
historical actuation
— data access m onitorin,g

* Brick model yields logical resource names
- How we achieve portable applications



HVAC Monitoring App: CIEE

75.10]
74.05|
73.00]
71.95!

70.90 |

69.85]

@ 6 12 20 28 36 44 52 60 68

* Fully auto-generated from Brick

« Combination of historical queries + live
streaming data

* Occupancy notification

* Color-coded temperature sensors

 Thermostat trends



Demand Response App

Bootstraps from Brick model
* Find devices by class

Apply strategy:
- Widen deadband )
- Dim lights
- Find occupancy sensors, turn off

equipment in empty rooms e

~100 lines of Python:

- https://goo.qgl/Mdrh2o

90+
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60

10 AM

11 AM 12PM
Time [America/Los_Angeles (PST)]

Demand Response

Conference Projector
nnnnnnnnnn



Hamilton: Flexible, Open Source $10 Wireless Sens¢g/d)
System for Energy Efficient Building Operation

e Obijective is to have it cost $10

e Sans PIR it costs ~$20 at the
moment, manufactured in Oakland

e [lluminance sensor

e Airtemp £0.2 C RH 2 % (factory

ATSAMR21 - 32-bit 48MHz calibrated)
Cortex MO+ e Orientation (3-ax magnetometer &
32 KB RAM / 256 KB Flash accel)

MICROCHIP e Radiant temperature (90° cone)

e Optional high sensitivity PIR

e We expect a 20 second reporting rate (18 uA) to last 5 years on a real
battery (9.5 years on an ideal 1500mAh battery)

e Each Reading: 3D Mag, 3D Acc, Air Temp, Rh, llluminance, Radiant
Temp, Aggregated PIR



Networking
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7.5k sq ft office building

« S5RTUs
* 1 Building meter

« 2 Plug meters
« ~25Lights
« ~16 Hamiltons




Sept 2 - noDR day
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CIEE Building Energy Usage — Sept 2
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Building Energy under DR
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Energy Analytics =

* Observe building
energy and all
the control

actions

« Easy to identify ol
energy usage g of
per action 15 |

— without NILM
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City-Scale Energy Services

For a city the size of San Francisco (~1 million
people) ...
— Property management (Owner => Mgr => Occupant => Guest)
— Utility / ISO demand side management
— Energy management services integrate notification =>
response based on occupant valie

BOSSWAVE objects driven by housing turnover

Entities:
— Occupant, Owner, Utility, Apt lease, House t|tIe Meter
thermostat e
DOTs/Revocations:
— Begin/end lease Ny e
— Read your electric meter, thermostat ——— ‘
— Give family/occupant access

OVERVIEW  POLICIES & PROGRAMS  DATA BROWSER = RESOUSICES  ABOUT

Data Browser

Policies & Programs




BOSSWave City-Scale Emulation

HOUSIng dIStrIbUtlon: Type Entities DoTs granted | Avg Out®
- Land use/parcel data Occupant | 951,293 | 1,312,005 138
) - Apt Owner | 15,787 529,562 33.54
136852 properties; house/ rotBlds | 40921 | 40921 1
apt dist. AptLease | 264,781 | 264,781 I
Housing turnover: fouse Title ) 393 | 2231 VA
0 ermostat ,
- Census data (House 8%/ | yeer | 360712 | N/A N/A
year, Apt 17.3%/year) Utility | 603 722,026 1197.39
Total 2,090,740 | 2,965,226 1.42
Occupants per house

- Mean 2.3/house, apply
variance of 3 .
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Emulation time
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Towards Energy Networked Systems

Research Methodology: Instrumented Virtual
Grid of Living Laboratories

Physical Information representation &
syndication

Grid/Building Operating System & Services
Scaling: Automated Metadata acquisition
Portable Applications on Physical systems
Nailing: Evidence-based schema standardization

Distribution Tier Awareness

— Extremely fast, multiresolution time series query processing
with statistical aggregation

Fully distributed authentication and
authorization for establishment of trust

NREL BETS




Thanks

w0, U.S. DEPARTMENT OF

Energy Efficiency &
Renewable Energy NREL BETS




Where to go for more

An Information-Centric Energy Infrastructure: the Berkeley View, Sustainable Computing:
Informatics and Systems, 2011.

sMAP - a Simple Measurement and Actuation Profile for Physical Information. 8th ACM
Conference on Embedded Networked Sensor Systems (Sensys 2010).

Defining CPS Challenges in a Sustainable Electricity Grid, ACM/IEEE Third International
Conference on Cyber-Physical Systems, 2012.

BOSS: Building Operating System Services, 10th USENIX Symposium on Networked Systems
Design and Implementation (NSDI '13), 2013.

Enabling Advanced Environmental Conditioning with a Building Application Stack. 4th
International Green Computing Conference (IGCC '13), 2013.

Well-connected Microzones for Increased Building Efficiency and Occupant Comfort, 2016
ACEEE Summer Study on Energy Efficiency in Buildings, 2016.

Automated Metadata Construction to Support Portable Building Applications, BuildSys
2015

Analyzing Metadata Schemas for Buildings : The Good, The Bad and The Ugly, BuildSys
2015.

Enabling Synergy in loT: Platform to Service and Beyond, 1st IEEE International Conference
on Internet-of-Things Design and Implementation

Enabling Portable Energy Applications with a Building Operating, ACEEE Summer Study
on Energy Efficiency in Buildings, 2016.

Brick: Towards a Unified Metadata Schema for Buildings, BuildSys 2016

DISTIL: Design and implementation of a scalable synchrophasor data processing system,
2015 IEEE International Conference on Smart Grid Communication (SmartGridComm), 2015

BTrDB: Optimizing Storage System Design for Timeseries Processing, 14th USENIX
Conference on File and Storage Technologies (FAST 16), Feb., 2016.

NREL BETS



